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OneWay Function (OWF
Recall crypto facts easy

‘/\‘

“hard



My interpretation:

I m pag I | a’Z Zd_ U by No OneWay Function no crypto

No OneWayFunction Ineeda newjob.

PRGs Signatures

PRFS
Encryptlon Key Exchange

One—Way Functlon




OneWay Function (OWF

Recall crypto facts easy
7N
1. OWF => NP+#P known ‘ ‘
NP=P => OWF OPEN N

2. “Everything” in crypto implies
implies OWFs



The cryptographic (r)evolution(s)

Almostall
interesting

MiniCrypt

Essentially
everythingis
aone-way
function...
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Gilad Asharov
at Eurocrypt 2015 Rump Session

We can buil d every

Perhaps, 10 Is Crypttomplete?



Gilad Asharov
at Eurocrypt 2015 Rump Session

We can build every:

Perhaps, 10 i1s CRYPdd@nplete?

Gilad Asharov and Gil Segev show that at least, 10 Is not
Cryptocomplete.J

[AS15]:AsharovSegev, Limits on the Power of iO and Functional Encryption. FOCS 2015
[BB16]:AsharovSegev, On Constructing OWéay Permutations from i0.CQ016A



We have fantastic applications of IC

L.but t hit s 1's not ,



This talk 1s about:

IO as a foundational (& weird!) concept.



Odd Facts about
iIndistinguishability Obfuscation (i1O)

neesst WY

1. i0 does not imply One-Way Functions.

weoeégm%

N\

It suffices, If | show you
a proof of the third statement.
Then 1. and 2. follow as well.



Obfuscation samefunctionality

hidesstructure

Progra—%%(.)

Think of C(.) as a circuit with OR and NAND gates.

Or ... .thinkprofar@mana
Version

..and we pavagtnitatt ot he ©ODbTf us)c



Indistinguishability Obfuscation 10

A Forall* circuitsC, th& tomputethe same
function:

iO(C(.))andiO( C * afeindisjinguishable

C’ ,
0 ( ) C(JorC* ( -
O
<
orrectnes ’J
Ll.\ (S:ecuritty s‘ 4\
Jlt *of roughly the same size. Jj




X

If P=NP, 10 exists. ..

X
2

Construction:Obf(C):=
lexicographically first circuit that computes

i.l 1IC oaillic IUlicvuull ao C

Security Proof: Take circuits C(.) and C’(.) that
computer the same function.

Need to show: Obf(C(.)) =Obf(C’(.))

Why do Obf (C(.)) and Ob



Odd Facts about
iIndistinguishability Obfuscation (i1O)
1. i0 does not imply One-Way Functions.

2. i0 does not imply that P #= NP.
3. If P=NP, then iO exists!



Optionsfor the rest of the talk:

. Proveda. Quite easy)

. Provedb. (maintechnique nottoday)

lll. Discussvhat we know aboutthe existenceof
statisticaliO (without proofs)

IV. Discus.

4. i0 with statistical security (no assumptions)
might exist. If it does, then
a. NP#£P => OWEFs
b. OWFs => Public-key encryption

5. 10 is mutually exclusive with other
assumptions that were believed before.




Indistinguishability Obfuscation
with statistical security siO

A CorrectnessiO(C(.)) and C(dompute
| the samefunction. \
*of roughly the same size.

/A Security:Fora | | *tha€C, C°
computethe samefunction:

IO0(C(.)) andOQ( C ‘a(e. ) )
\ statisticallyclosedistributions /

@

Forfunct. Equiv Circuits

Forfunct. different Circuits




[KMNPRY 14] Komargoddkoran-NaorPassRosenYogev: OWFS & (Im)Perfect Obf., FOCS :

NP+P => OWFs

Why isthisan OWF7
r— Obf(0(.);r)

Assumdgowards
/ \ contradictionthat there
Constantzero .\ existsqnipver_ter..._ |
g'lrggttehsatomoéps of the obfuscator Goal:distinguishsatisfiable
from unsatisfiabldormulae

(& reachcontradiction
@ € UNSAT @ € SAT

Obf((.))

Forfunct. Equiv Circuits

Forfunct. different Circuits




Optionsfor the rest of the talk:

. Proveda.Done

. Provedb. (maintechnique nottoday)

lll. Discussvhat we know aboutthe existenceof
statisticaliO (without proofs)

IV. Discus.

4. i0 with statistical security (no assumptions)
might exist. If it does, then
a. NP#P => OWFs
b. OWFs => Public-key encryption

5. 10 is mutually exclusive with other
assumptions that were believed before.




Optionsfor the rest of the talk:

. Proveda.Done

. Provedb. (maintechnique nottoday) Skipped

lll. Discussvhat we know aboutthe existenceof
statisticaliO (without proofs)

IV. Discus.

4. i0 with statistical security (no assumptions)
might exist. If it does, then
a. NP#P => OWFs
b. OWFs => Public-key encryption

5. 10 is mutually exclusive with other
assumptions that were believed before.




Optionsfor the rest of the talk:

. Proveda.Done

. Provedb. (maintechnique nottoday) Skipped

lll. Discussvhat we know aboutthe existenceof
statisticaliO (without proofs) Now.

IV. Discus.

4. i0 with statistical security (no assumptions)
might exist. If it does, then
a. NP#P => OWFs
b. OWFs => Public-key encryption

5. 10 is mutually exclusive with other
assumptions that were believed before.




Elerlegende Wollmilchsau
(egglaying wool milk pig)



[GRO7] Goldwassdrothblum: On bespossible obfuscation, TCC 07

IO with statistical security does not exist
(unless coNP €NP)

e Jsi0= coNP € NP

Obf((.))

Forfunct. Equiv Circuits Forfunct. different Circuits




[GRO5] 10 with statistical security does not exist.

PH
doesnot
collapse



[GRO5] 10 with statistical security does not exist.

Relax

security
|

Relax

correctness
|

_ 0O collapse



|O W|th statistical (1 — &) security
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[BBF16]: BrakersiBrzuskaFleischhackerOn Stat. Sec. Obf. with Approx. Correctness, CRYP




Optionsfor the rest of the talk:

. Proveda.Done

. Provedb. (maintechnique nottoday) Skipped

lll. Discussvhat we know aboutthe existenceof
statisticaliO (without proofs) Done

Iv. Discus® (maintechnigue nottoday) Now.

4. i0 with statistical security (no assumptions)
might exist. If it does, then
a. NP#P => OWFs
b. OWFs => Public-key encryption

5. 10 is mutually exclusive with other
assumptions that were believed before.




Point function obfuscation

Point function: p.( X ‘ﬂx-: ' return y

Isé return O

X needs to have high entropy

N’
$
X, Y
& Else, the sampler could choose

And the distinguisher could check

PointObf(p/.)) p(0..0)=1..1
intObf(py(.)) forrandoma, b>X

/1c o o Real por
Get p. i\J randomp?

x=0..0 y=1..



Point function obf. w. leakage [BM1

Point function: p.( X ‘ﬂx-: ' return y

Isé return O

X needs to have high entropy givdeak

w *.ox, y.leak circuit iO(C[x,z]), z:= PRG
— CIx.Z(p):

if PRG(p(x))=2t X
=0: p:=PointObf(p(.)) return O
=1: p:=PointObf(p,.)) forrandoma, b

Get p ’1 °© 0O Real por
and Ieak ,“ randomp?




Point function obf. w. leakage [BM1

Point function: p ( X ‘{jx'z L return.y

Isé return O

_ _ uniformly
X needs to have high entropy givéeak random

w *.ox, y.leak circuit iO(C[x,z]), Z=RRG
— cpslo)

HRRGRO)BEX
b=0: p:=PointObf(p/.)) return 0
b=1: p:=PointObf(g,(.)) forrandoma, b<

Get p /1 o © Real por

and leak j\J randomp?



Point function obf. w. leakage [BM1

Point function: p ( X ‘{jx'z L return.y

Isé return O

bak

Get p 4’3° °© 0O Real por
and leak J\J randomp?



OneWay Function (OWF

Recall crypto facts easy
TN
1. OWF => NP+#P known ‘ ‘
NP+P => OWF OPEN N
2. “Everything” in crypto implies
implies OWFs

3. Build public-key encryption from OWF? OPEN



Odd Facts about
iIndistinguishability Obfuscation (i1O)

1. 10 does not imply One-Way Functions.
2. i0 does not imply that P #= NP.
3. If P=NP, then iO exists!
lg(j‘/’ UV\CJB('
4. i0 with statistical securi/ty_/ reasoneable
might exist/If it does, then s sumphions
(OWF, NP & NP),
a. NP#P =>OWFs L doernit.

b. OWFs => Public-key encryption
5. 10 is mutually exclusive with other
assumptions that were believed before.



SomeOreferencesandtopics
you canaskme aboutJ .

If you areinterestedto learn
more aboutcryptoin general
In autumn 2023,Russell andtkach
CSE4340CryptographyD together,
Welcometo join!



1. Maintechniques * = very easyfor me

a) O-circuit* Purple= Iknowlittle.
b) puncturablePRFs*

c) Complexityleveraging
2. Conceptuallymportant implications& properties
3. 2-out-of-1 results 3-out-of-1 resultsfor IO andits
variants: diQ, siCr, salC, correctnessssues
4. Positiveresultsfor XiO(subexp complexity

5. Constructiorstategies
a. Lowdegreemulti-lin maps+ low-depthPRG
b. LWEA askRussell Lal

6. Limitsof the powerofiO

/. Necessarpssumptiondor 10*

8. Applications

9. Relationgo FunctionalEncryption




Conceptually fundamental implications
NP=P => 10 exisReference? Folklore?
NPhardness + iO => OWFs:
[KMNPRY 14] Komargoddkoran-NaorPassRosenYogev: OWFS & (Im)Perfect Obf., FOCS 1.
OWFs + i0 => PKE:
[SW14] SahaVaters:How to use iO: deniable encryption, and more, STOC 2014
PKE +i0O => FHE:
[CLTV15] CanettiinTessareVaikuntanathan:
Obfuscation of probabilistic circuits and applications, TCC 15
https://www.youtube.com/watch?v=HWGNxUTrzCO
[CRRV17] CanefitaghuramarRichelsorvVaikuntanathanCCASecure FHE, PKC 2017

[BPR14] BitanskianethRosen, On the Cryptogr. Hardness of Finding a Nash Equilibrium, F
https://www.youtube.com/watch?v=0EmcKBLu8pg

Further fundamental properties:

[GRO7] GoldwassdRothblum: Ob BedPossible Obfuscation, TCC 2007


https://www.youtube.com/watch?v=HWGNxUTrzC0

oClassicat vy S FesuitbrdBfuscation
[BGIRSVY01] Bar&loldreichimpagliazzeRudichSahaivVadhanYang,
Onthe (Im)possibilityof Obfuscating?rograms CRYPTO 2001

IO is mutually exclusivewith X -out-of-1 and 3-out-of-1 results.
[BCPR14BitanskyCanettiPanetihRosen, On the existence of extractable OWFs, STOC 14
[BCCGKPR1BjtanskyCanetttCohnGoldwasseialatPanethRosen:

On the impossibility of obfuscation with auxiliary input or a universal simulators, CRYPTO :
[BFM14] Brzusk&arshimMittelbach: Indistinguishability Obfuscation and UCEs, CRYPTO 14
[BM14] BrzuskaMittelbach:iO vs. MultiBit PointObfuscation ASIACRYPT 2014

[BFM15] Brzusk&arshimMittelbach: Random Oracl&ninstantiabilityfrom iO, TCC 15

[Koml6]KomargodskiLeakage Resilient OWF: The AuxHiapyt Setting, TCC 2045
[BST16BellareStepanovsiessaroContentionin Cryptoland Obf, Leakagek UCE, TCC 46

[BS16BellareStepanovsPointFunctionObt: A Frameworland GenericConstructions TCC 16\
Xessentiallyallworksusethe sametechniqueandbreak 2stageadversaries

Differing-inputs obfuscation(diO) is mutually exclusivewith X -aut-of-1 and 3-out-of-1 results
[BSW17BellareStepanovaNaters:New NegativeResulton diO, EC 17

[GGHW14] GarGentry-HaleviWichs:

Onthe Implausibilityof diO & ExtractablewitnessEncryptionwith Auxiliarylnput, CRYPTO 14


https://doi.org/10.1007/978-3-662-49099-0_21
http://dblp.uni-trier.de/rec/bibtex/conf/tcc/BellareS16
http://google.com/search?q=Point-Function+Obfuscation%3A+A+Framework+and+Generic+Constructions.
https://twitter.com/intent/tweet?url=https%3A%2F%2Fdoi.org%2F10.1007%2F978-3-662-49099-0_21&text=%22Point-Function+Obfuscation%3A+A+Framework+and+Generic+Constructions.%22&hashtags=dblp&related=dblp_org

{OGFGAEGAOITEt & aS0dzNB Aoht-ofAl diesulsdz dzI f £ &
[GRO7] Goldwassd®othblum: On bespossible obfuscation, TCC 07

[BBF16] BrakersiBrzuskaFleischhackeiOn Stat. Sec. Obf. with Approx. Correctness, CRYP'
(The negative result leaves a gap

Obfuscators/Witness Encryption (WE) with ndnivial efficiency (XiOg x for exponential)

[LPST16] LiRassSethTelang: iO with nottrivial efficiency, PKC 16
[BJKPW17]. BrakerskainKomargodskPasselegu&Vichs:

Non-Trivial WE & NUWO from Standard Assumptions, ePrint 2017 C/a "

'f, ying
On the role of correctness questions:
[BBF16]:. BrakersiBrzuskaFleischhackerOn Stat. Sec. Obf. with Approx. Correctness, CRYP
[BV17] Bitanskiv/aikuntanathan: A Note on Perfect Correctness by Derandomization, EC 2C
[BV17] Bitanskiv/aikuntanathan: iO: From approximate to exact, TCC-2016
[KMNPRY14] Komargodd#bran-NaorPassRosenYogev: OWFS & (Im)Perfect Obf., FOCS 1.



On the limits of 10:
[AS15]:AsharovSegev: Limits on the Power of IO and Functional Encryption. FOCS 2015
[BB16]:AsharovSegev: On Constructing Oléay Permutations from i0Q.CQO016A
[AS16] Asharo®egev: IO Does Not Reduce to Structured Languages. ePrint 2016
[BPW16] Bitanski?anethWichs:
Perfect Structure on the Edge of ChadPPs from iO, TCC 26A6
[BDV17] Bitanskipegweka+Vaikuntanathan:
Structure vs. Hardness Through the Obfuscation Lens. CRYPTO 2017

Necessary assumptions for iO:

OWTFs do not suffice:

[IMMNRS16]: Mahmoodiv¥lohammedNematihajtPassshelat:

Lower Bounds on Assumptions Behind Indistinguishability Obfuscation. TCC 16

Most recently: FHE, WE do not suffice:

[GMM17] GargMahmoodyMohammed:LBs on Obf. from Adir-Nothing Enc. Primitives. C 17



Constructing 10 from LWE (most recent selection to my knowledge):
[BJKPW17]. BrakerskainKomargodskPasselegu&Vichs:

Non-Trivial WE & NUIO from Standard Assumptions, ePrint 2017
[WZ17]: WichZirdelis: Obfuscating Compu&ad-Compare Programs under LWE, ePrint 201"
[GKW17] GoyaKoppulaWaters:Separating Semantic and Circular Security for SymmieaycBit
Encryption from the Learning with Errors Assumption. EC 17

[BVWW16] Brakersifaikuntanathadee-Wichs:ODbf. Conj. under Entropic Ring LWE, ITCS 1
[BV16] BrakerskVaikuntanathanCircuitABE from LWE: Unb. Attributes & Sedap. Sec. C 16




The initial breakthrough construction:

[GGHRSW13]: Gafgentry-HaleviRaykovaSahaiWaters:
Candidate Indistinguishability Obfuscation and Functional Encryption for all Circuits. FOCS

Constructing iO from lowdegree multilinear encodings (most recent to my knowledge):
[Lin17] Huijia Lin: iO from SXDH chibear Maps and LocalityPRGs. CRYPTO 17

[LT17a] LisTessaro: iO from Trilinear Maps and Bl¢ise Local PRGs. CRYPTO 17

[LT17Db] LinTessaro: iO from Bilinear Maps and Blidise Local PRGs. ePrint 17

The assumptions in [LT17b] are broken, but the fixed ones aré not

[AS17] Anantisahai: Proj. Arithmetic Functional Encryption & iO from Degridtult Maps. EC1

Limits on lowrdegree PRGs (there is lots of related researchon-R® LJG K t wCa&a I |
[BBKK17] BaraRrakerskiKomarkodskKothari: Limits on Lovdegree Pseudorandom Generatc
(Or: Surrof-Squares Meets Program Obfuscation). ePrint 2017

[LV17] LombardVaikuntanathan:

On the NorExistence of Blockwiselbcal PRGs with Applications to iO. TCC 2017
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